
International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 05, Issue 01, July 2013 
ISSN (Online): 2320-6608 
www.ijeam.com 
 

IJEAM 
www.ijeam.com 

91 
 

An Effective Mining Approach to perform Anomaly Detection in An Effective Mining Approach to perform Anomaly Detection in An Effective Mining Approach to perform Anomaly Detection in An Effective Mining Approach to perform Anomaly Detection in 

MANETMANETMANETMANET    

 
 
 

Asha Rathee1, Gopal Singh2 

 
1Student, DCSA, MDU Rohtak, Haryana 

Asha.rathee08@gmaill.com 
 

2Asstt. Professor, MDU, Rohtak Haryana 
 
 

Abstract 
Security is always the main concern for any network.  While 
working on wireless network there are most chances of 
information attack. There are number of network based and host 
based intrusion detection approaches over the network. In this 
proposed work, we are also dealing with the same problem. The 
proposed work is a network based approach in which the system 
will be implemented on main controller or server node. In this 
work we will perform a statistical analysis on network traffic 
over the network. The work is about to detect different type of 
attack by implementing the prediction model and statistical 
analysis.  
Keywords:  Intrusion, Attack Intelligent, Association, 
Predictive. 
 
1. Introduction 
 
The mobile network is having its rapid enhancement with 
the extensive increase in number of mobile users. But this 
also involves many security threats over the network. 
These threats includes in terms of different security 
attacks from which a network suffer. The nature of 
mobility and its publicly open environment creates new 
vulnerabilities that is absent a fixed wired network and 
because of this many of the proven security measures turn 
out to be ineffective. There are number of traditional ways 
to protect the networks such as firewalls and encryption 
anti intruder software. But these software are not enough 
to provide the network security, because of this  we need 
to develop new architecture and mechanisms to protect 
the wireless networks and mobile computing applications. 
In this section different threats associated with mobile 
networks are discussed. 

 
A. Vulnerabilities of Mobile Wireless Networks 

The mobile network is always suffers from different 
threats associated with malicious attacks. These attacks 
are in the form of passive and active eavesdropping as 
well the interfererence of some external users. The 
physical access of a user is one of the major threat to the 
wired and wireless network. But Unlike wired networks, 
in wireless there must be some gain to physical access to 
the network wires or pass through several lines of defense 
at firewalls and gateways, attacks on a wireless network. 
These all attacks can come from any direction and target 
can target any node. In such network, the estimation of 
damages is unexpected and it include leaking secret 
information, message contamination, and node 
impersonation. These all collectively build a wireless ad-
hoc network and does not have a clear line of defense, and 
every node must be prepared for encounters with an 
adversary directly or indirectly. 

 
The another threat to mobile nodes is autonomous 

units that roam independently because of the public 
availability of network. Any user can enter to the system 
at any time. It means the nodes with inadequate physical 
protection are receptive of being captured as well as  
compromised or hijacked. There is the requirement to 
track down a particular mobile node under a global scale 
network is not that much easy and these all  attacks are 
defined respective to some compromised node within the 
network  
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The another threat to such wireless mobile network is 
the decision making respective to the environment. 
Generally these nodes are present in hybrid environment 
with different topological architecture, different protocols 
and the different channel definitions. Because of this, 
decision-making in mobile computing environment is  
lack of centralized authority means that the adversaries 
can exploit this vulnerability for new types of attacks 
designed to break the cooperative algorithms. 

 
To short we can say a mobile network is always 

vulnerable because of its features of open medium, 
dynamic topology, cooperative algorithms, lack of 
centralized monitoring and the management point. It also 
lack of a clear line of defense. 
 
B. The Need for Intrusion Detection 
 

The intrusion threats are resolved by using some 
defective of the preventive approach. Intrusion prevention 
includes the implementation of some cryptographic 
authentication mechanism over the network to perform 
the secure handshaking before the communication. This 
cryptographic mechanism not only reduces the chances of 
intrusion but also provide the effective transmission. But 
these authentication mechanism not work always, it 
cannot defend against compromised mobile nodes that are 
available with private keys. Integrity validation with 
redundant information being used in secure routing, also 
relies on the trustworthiness of other nodes. To secure the 
mobile network, we need to deploy intrusion detection 
and prevention techniques, and further research is 
necessary to imply these techniques in real environment  

 
C. Wireless Network Attack 
 

1) Network discovery attacks: 

Wireless LAN discovery tools such as Net-Stumbler are 
designed to identify various network characteristics. 
Although the use of these tools in not characterized as a 
real attack, it aims at discovering as much useful 
information about the network as possible. The derived 
information is used later on, for launching a real attack 
against the network. This technique is known as War 
driving. 

2) Eavesdropping or Traffic analysis 

Eavesdropping and traffic analysis attacks allow the 
aggressor to monitor, capture data, and create statistical 
results from a wireless network. Since, not all IEEE 
802.11 packet headers are encrypted and they travel 
through the network in clear text format, potential 
eavesdroppers can easily read them. 

3) Masquerading or Impersonation attacks 

This category of attacks considers aggressors trying to 
steal and thereafter imitate the characteristics of a valid 
user or most importantly those of a legitimate Access 
Points (AP). The attacker would most likely trigger an 
eavesdropping or a network discovery attack to intercept 
the required characteristics from a user or an AP 
accordingly. Then, he can either change his Media Access 
Control address to that of the valid user or utilize software 
tools like the well-known Host AP that will enable him to 
act as a fully legitimate AP. This type of attack is also 
known as Rogue AP  

4) Man-in-the-Middle attacks 

The most common and traditional type of attack on a all 
kind of networks is the "Man-In-The-Middle" attack. In 
this attack, attacker attempts to insert itself as in between 
the user and an access point. The aggressor then proceeds 
to forward information between the user and access point, 
during which he collects log on information. As a result, 
the attacker can maliciously intercept, modify, add, or 
even delete data. 

5) Denial-of-Service attacks 

The main goal of Denial-of-Service (DoS) attacks is to 
inhibit or even worse prevent legitimate users from 
accessing network resources, services, and information. 
More specifically, this sort of attack targets the 
availability of the network i.e. by blocking network 
access, causing excessive delays, consuming valuable 
network resources, etc. A denial of service occurs when 
an attacker has engaged most of the resources a host or 
network has available, rendering it unavailable to 
legitimate users. More specifically, this sort of attack 
targets the availability of the network i.e. by blocking 
network access, causing excessive delays, consuming 
valuable network resources, etc. [1] 

 
D. Intrusion Detection Method 

 
Intrusion detection (ID) is the art of detecting 
inappropriate, incorrect, or anomalous activity. It also 
evaluates suspicious activity that occurs in corporate 
network. Intrusion detection system (IDS) is the process 
of detecting and identifying unauthorized or unusual 
activity on the system.  
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1) Classification of Intrusion Detection 
Systems 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: Classification of Intrusion Detection Method 

IDS are categorized according to intruder type, 
detection behavior, and detection techniques (as 

shown in Figure 1). 
 
2. Literature Review 
 
F Haddadi, M .A. Sarram, describes a hybrid wireless 
intrusion detection system (WIDS). To implement the 
WIDS, they designed a simple lightweight agent. The 
proposed agent detects the most destroying and serious 
attacks; Man-In-The-Middle and Denial-of-Service; with 
the minimum selected feature set. To evaluate proposed 
WIDS and its agent, they collect complete data-set using 
open source attack generator software. Experimental 
results show that in comparison with similar systems, in 
addition of more simplicity, that WIDS provides high 
performance and precision. 

Lan Li and Gyungho Lee, presented a systematic 
approach to perform the detection of DOS attack. The 
author has defined the DOS attack as the system anomaly 
that basically disturb the network traffic because of its 
misbehavior. The author has defined a complex 
correlation estimation scheme to identify the network 
complexities. The author has defined a wavelet based 
analysis to identify the network distribution and to 
identify the attack based on traffic analysis. The traffic 

trace with distribution variance is the major concern of 
the author. 

A generic DDoS attack detection mechanism as well 
as the design and setup of a testbed for H. W. Chan1, 
K.M. Chan1, and Vivien P. S. Chan1 discuss performing 
experiments and analysis. Its results showed that the 
mechanism could detect DDoS attack. This enables us to 
proceed to the next steps of packet classification and 
traffic control. 
 
A. Drawbacks of the Existing Systems 

 
i. The existing systems uses the basic finger 

printing approach to identify the malicious 
node. The approach is time and resource 
consuming and having the complex 
architecture.  

ii. The existing systems are stongly dedicated 
to the defined ruleset. It means they are 
static to the defined rule but as the mobile 
networks are dynamic they also need a 
dynamic rule measure behavior because of 
this these are not capable to take dynamic 
decisions 

iii.  The rules in the database are static unless 
the network administrator manually enters 
the rules. It does not provide any option for 
generating dynamic rule set. 

iv. It cannot create its own rule depending on 
the current situation. 

v. It requires manual energy to monitor the 
inflowing packets and analyze their 
behavior. 

vi. It cannot take decision in runtime. 

vii. If the pattern of the packet is new and not 
present in the records, then it allows the 
packets to flow without analyzing whether 
it is an intruder or not. 

viii.  The packet with a new behavior can easily 
pass without being filtered. 

 

3. Proposed Work 
 

In this paper we are presenting a new approach to detect 
the intrusion. The Intruder does not want to extract some 
information from the user, such kind of Intruders can be a 
System Administrator, or some other host that want more 
bandwidth and it uses the bandwidth of other host for his 

Intrusion Detection 
Method 

 

Intruder type Detection 
Approaches 

System Types 

Internal 
Intruders 

External 
Intruders 

N/w Based 

Misuse 
Detection 

Anomaly 
Detection 

Hybrid 

Host Based 
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work. Because of which the speed of other transmissions 
are delayed.  
 

We are proposing an intelligent system in which 
coordinator  node or server will monitor all the nodes over 
the network and maintain a database about the 
transmission of its own as well as its neighboring nodes 
transmission. The working of each node is described  in 
Figure 2. 
 

Transaction

Receive PacketSend Packet View Intruder

Close
Transaction

 
Figure 2: Working of Single Node 

 
Each host or the node has to maintain some information 
about the system for which the statistical decisions can be 
taken regarding the intrusion. The database information 
include 
 

1. Monitoring the incoming traffic to the system.  

2. Monitoring the outgoing traffic to the system. 

3. Monitoring the outgoing packets that are 
transmitted from the source.  

4. Identify the number of packets coming from 
specific destination. 

5. Identify the packet communication on next hop. 

6.  Number of incoming packets on m for which 
node s is the source. 

7. Number of outgoing packets from m for which 
node d is the destination. 

8. Number of outgoing packets from m for which n 
is the next hop. 

9. Number of packets that are originated from s and 
transmitted from M to m.   

10. Number of packets that are originated from s and 
transmitted from M to m, for which m is the final 
destination. 

11. Number of packets received on the monitored 
node (m) which is originated from s and 
destined. 

 

 
Figure 3: Proposed System 

 
Once this information is derived, the complete data is 
analyzed statistically by using different approach. One of 
such approach is the association between the nodes 
respective to the current node. For example let we have 6 
nodes in the system namely, n1, n2, n3, n4, n5 and n6. 
The node n2 watch its neighboring system n1, n3, n4. By 
observing the complete statistics it will analyze some data 
given as 

 
Table 1: Expected Result 

 
Node Node Transmission Time 
N2 N1 300ms 
N2 N3 330ms 
N2 N4 740ms 
 
The major key points considered while analyzing the 
results are  

• A good decision is required about the period of 
Analysis. It means the statistics should be longer 
term or the shorter term. A good decision: 
heavier the traffic smaller the delay 

• The association rule should be applied on each 
host individually or it is for a centralized node. 
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• Number of Association Levels while performing 
the comparison. 

As the number of nodes in the network increases, as well 
as the no of nodes in the neighborhood increases, some 
more levels of association is taken. Each level defines the 
association with effect of some other nodes.  

Once we get the association level, we will get the 
prediction approach to find the degree of ‘Truth’. This 
degree of ‘Truth’ is based on some threshold value if 
association with some node crosses the existing threshold; 
it will represent the node as the intruder node. The matter 
is reported to the central node to take the fair decision. 
The intruder node can be block or restricted to the 
particular bandwidth. 

 
4. Conclusion 
 
In this paper, we proposed to implement a new intrusion 
detection system that works on a wired network, wireless 
network or in Wireless sensor network. The proposed 
intelligent system uses the statistic analysis approach 
along with statistical analysis to derive the fair and quick 
results about the study of intrusion in case of service 
delay. It can search out the users that are eating the 
bandwidth or other users and destroying the service of 
complete network.  
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